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1 Introduction 
University of Chicago has performed a retrospective validation on the 
REDCap system, as it has been in the production environment since 
Feburary 2010.  We will be ensuring the REDCap system operates per its 
intended use, defined by the system requirements in the Software 
Requirements Specification.  The intended use statement for the REDCap 
system is as follows: The REDCap system will be available for electronic 
data capture across a number of research use cases, including but not 
limited to, general survey and case report form (CRF) data collection for 
IRB-approved research studies and investigator and sponsor-initiated 
clinical trials requiring adherence to 21 CFR Part 11, Electronic Records 
and Electronic Signatures. 

1.1 Purpose 

The purpose of this REDCap Retrospective Validation Summary Report is 
to summarize the results of the validation.   
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1.2 Definitions, Acronyms, and Abbreviations 

This section defines terms and acronyms used in the REDCap 
Retrospective Validation Plan. 

Term Definition 

CSV Computer System Validation 

DR Disaster Recovery 

OQ Operational Qualification 

SOP Standard Operating Procedure 

TM Traceability Matrix 

US United States 

1.3 REDCap System Governing SOPs 

Document Name Document # 

REDCap Backup and Restore CRI-DataBackupandStorageProcedure-131016-1106-
882.pdf 

REDCap Disaster Recovery    CRI-DisasterRecoveryandBusinessContinuity-131016-1106-
884.pdf 

REDCap System Use cri_redcap_system_use_user_guide_sop_102816_001_d.pdf 

REDCap Administration cri_redcap_administration_sop_102816_001_d.pdf 

REDCap Change Control cri_redcap_change_management_sop_120716_001_d.pdf 

 
The REDCap System Use SOP has been replaced with the REDCap User Guide 
document.  All governing SOPs and User Guide have been reviewed and approved and 
are effective. 
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2 System Overview 
REDCap is a web-based application designed to support data capture for research 
studies. This overview delineates many of the broader technical aspects of REDCap, 
such as the infrastructure and third-party software required to host REDCap, details of 
its data storage model, user privileges, authentication options, logging and audit trails, 
data interoperability options with other systems, and protective security measures. 
 
 
REDCap System Diagram 
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The University’s REDCap infrastructure consists of two environments: a staging 
environment and a production environment.  The principle use for the staging 
environment is for staging and testing upgrades to the REDCap software prior to 
release to the production environment. 
 
Load Balancer 
 
The load balancer is a network device maintained by the CRI systems team that directs 
requests to the application servers for performance (load distribution with session 
affinity) and reliability (failover) purposes. 
 
Application Server 
 
The application server is a Linux virtual machine running Apache Web Server and PHP.  
All REDCap HTTP traffic is encrypted using SSL.  User authentication is handled via 
connections to the organization’s LDAP servers, while authorization is controlled within 
the application.  
 
Database Server 
 
The database server is a Linux virtual machine that is running MySQL Server.  The 
database contains configuration information and project data, including but not limited to 
the following: REDCap application configuration settings, user authorization settings, 
project-level configuration settings, project-level data like case report forms (CRFs) or 
surveys. 
 
File Repository Server 
 
The file repository server is an independent, network-attached file storage system 
maintained by the CRI systems team that provides NFS mounts for the test, staging, 
and production environments. 
 
User Privileges 
 
To ensure that REDCap users have access only to data and information that they are 
supposed to have access to within the application, user privileges are utilized within the 
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software. Each user has their own account, and their user account will only have access 
to REDCap projects that they themselves have created or to projects to which other 
users have granted them access. Some of the general user privileges in the application 
are dictated by the customizable settings that each institution can adjust, such as 
whether or not users can create their own projects or if an administrator must create it 
for them, among other settings. 
 
User privileges are also granular on the project level and can be modified within any 
given project by someone with proper privileges accessing the project’s User Rights 
page. The creator of a project will automatically be given full rights to everything within 
the project, after which they may grant other users access to the project and limit those 
users’ privileges as desired.  
 
Within each project, there are user controls to limit access to various functionality and 
modules, such as being able to export data, to enter data, to add or modify database 
fields or survey questions, to build or run reports, to modify user privileges, to view the 
logging records, and so on. Another feature called Data Access Groups can be 
implemented to help segregate users and the data they enter by placing users into data 
access groups, after which they will only be able to access records created by someone 
in their group. This particular feature is entirely optional but is especially helpful in 
certain situations, such as for multi-institutional projects where the data entered by one 
institution should not be accessible or viewable by other institutions with access to that 
same project. 
 
Authentication 
 
REDCap implements LDAP authentication to validate the identity of end-users that log 
in to the system. REDCap contains an auto-logout setting, which is customizable 
(default auto-logout time is 30 minutes), and will automatically log a user out of the 
system if they have not had any activity (e.g. clicking, typing, moving the mouse) on 
their current web page for the set amount of time. This prevents someone else from 
accessing their account and their project data if they leave a workstation without 
properly logging out or closing their browser window.  
 
Also available is a user suspension status, which can be set for any given user. 
Suspending a user allows them to remain a user in the system but denying them access 
to the entire REDCap application until their suspended status has been revoked. For 
various reasons, suspending a user is preferable to deleting the user permanently from 
the system. 
 
As currently configured, the system allows any and all valid LDAP users to be able to 
automatically create their own REDCap account on first login.  Conversely REDCap can 
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be configured so that new users can only access REDCap once an administrator has 
first added them to a User Whitelist. In this way, the local REDCap administrators get to 
choose whether they want to be more or less restrictive with regard to how new users 
gain access to REDCap.   
 
Logging and Audit Trail 
 
REDCap has a built-in audit trail that automatically logs all user activity and logs all 
pages viewed by every user, including contextual information (e.g. the project or record 
being accessed). Whether the activity be entering data, exporting data, modifying a 
field, running a report, or add/modifying a user, among a plethora of other activities, 
REDCap logs all actions. 
 
The logging record can itself be viewed within a project by users that have been given 
privileges to view the Logging page. The Logging page allows such users to view or 
export the entire audit trail for that project, and also to filter the audit trail in various ways 
based upon the type of activity and/or user. The built-in audit trail in REDCap allows 
administrators to be able to determine all the activity and all the data viewed or modified 
by any given user. 
 
Data Export and De-Identification 
 
REDCap allows users to export any and all data from their REDCap projects, supposing 
they have been given full data export privileges. Data may be exported in various ways 
and in various formats. Data may be exported as a CSV (comma-delimited) file from a 
report, and also in the form of a PDF file from the data entry page when viewing a 
particular record. The Data Export Tool page allows users to export a project’s collected 
data to a CSV file, which can be opened in Excel or several popular statistical analysis 
packages, such as SAS, SPSS, Stata, and R. Data may also be exported from a project 
using the REDCap API, which can export the data in several formats (CSV, JSON, or 
XML). 
 
The Data Export Tool has advanced export features that allow one to implement data 
de-identification methods, such as being able to automatically remove free-form text 
fields, remove dates, perform date shifting, and remove fields tagged as identifiers (e.g. 
PHI) from the data file being exported by the user. User privileges can also be set so 
that some users may be allowed to export data from the project but will have the data 
de-identification methods imposed as a means of preventing them from exporting 
sensitive data, either mistakenly or intentionally. 
 
Data Storage 
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REDCap stores its data and all system and project information in various relational 
database tables (i.e. utilizing foreign keys and indexes) within a single MySQL 
database. The front end of REDCap is written in PHP.   
REDCap’s native webpage encoding and database storage collation is UTF-8, which 
allows for non-English languages to be utilized in user-defined text that gets stored in 
REDCap. This includes data entered for a project or the text defined for a survey 
question or database field label, among many other types of user-defined text. 
REDCap’s database tables implement MySQL’s Innodb storage engine, which allows 
for the use of foreign keys for referential integrity, transactions, and row-level locking (as 
opposed to table-level locking), all of which are needed in REDCap for consistency, 
performance, and scalability. 
 
REDCap does not employ any kind of encryption of data (i.e. encryption “at rest”) on its 
database server. (This is not to be confused with encryption of data “in transit” (i.e. via 
SSL) to the database, which should always be done and must be set up by the partner 
institution.)  
 
All documents that are uploaded and/or stored in REDCap will be stored on the File 
Repository server. The files stored in REDCap are not stored in an encrypted format but 
are stored “as is” in their original form (although under a different file name). Files are 
stored in a secure directory that is not accessible to the web (i.e. not under the web 
root). 
 
Security 
 
To help protect and secure the data stored in REDCap’s back end database, the 
software application employs various methods to protect against malicious users who 
may attempt to identify and exploit any security vulnerabilities in the system. Such 
methods will be described here in technical detail. 
 
In REDCap, all incoming data gets intentionally filtered, sanitized, and escaped. This 
includes all data submitted in an HTTP Post request and all query string data found in 
every URL when users access REDCap, among other modes through which user-
defined data gets submitted in the application. Server environment variables that are 
vulnerable to forgery by end-users are also checked and sanitized. All user-submitted 
data is properly filtered for any possibly harmful markup tags (e.g. <script>) and is then 
escaped before ever being displayed on a web page within the application. SQL queries 
sent to the database server from REDCap are all properly escaped before being sent. If 
any values used in an SQL query originated from user-defined values, they would also 
have already been sanitized beforehand, as described above. User-defined data used 
within SQL queries have their data type checked to prevent any mismatching of data 
types (e.g. making sure a number is really a number). These processes of sanitization, 



 REDCap Restropective Validation Plan 
Summary Report 

 

 
CONFIDENTIAL AND PROPRIETARY Page 11 of 29 
 

 

filtering, data type checking, and escaping all help to protect against methods of attack, 
such as Cross-Site Scripting (XSS) and SQL Injection. To specifically protect against 
Cross-Site Request Forgery (CSRF), which is another method of attack, REDCap 
utilizes a “nonce” (a secret, user-specific token) on every web form used in the 
application. The nonce is generated as a unique value for each new HTTP request in 
every REDCap session. 
 
 
 
 
 
 
 
Additionally, REDCap employs “rate limiting” on its web pages, in which there is a set 
maximum number of web requests per minute that are allowed from a single IP 
address, and after that maximum is hit, the IP address of that user is permanently 
banned from REDCap. The rate limiting value of requests per minute per IP is 
customizable and can be modified within REDCap’s Control Center, if needed. Rate 
limiting prevents denial of service attacks by bots as well as preventing other types of 
hacker attacks that require making many requests to the server in a short amount of 
time, such as with a BREACH attack. Regarding the prevention of BREACH attacks 
specifically, in addition to using rate limiting, REDCap always outputs an invisible string 
of random text of random length on every web page (to conceal the page’s true length) 
as an effective technique for mitigating such an attack.  
REDCap’s use of a unique nonce token on every web form also greatly diminishes the 
possibility of a BREACH attack. 
 
REDCap is subjected to a weekly enterprise-level web application security scan to scan 
and test REDCap’s security and its ability to withstand various methods of attack.  
 
With regard to the security of cookies used by REDCap, all session cookies and other 
cookies related to authentication that are created by REDCap will automatically have 
the “HttpOnly” attribute set to TRUE. By default, the “Secure” cookie flag will be set to 
FALSE. while this is slightly more insecure, setting its value as TRUE can sometimes 
cause login issues with certain server configurations, such as reverse proxies. So for 
compatibility reasons, it is set as FALSE by default. However, any institution can enable 
the “Secure” flag of session cookies to improve security by setting 
session.cookie_secure=On in the REDCap web server’s PHP.INI configuration file. 
 
Data Interoperability 
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REDCap has modules for easily exporting and importing data, which are very useful for 
getting data in and out of REDCap manually through the web interface. But for various 
reasons, there sometimes exists the need to be able to migrate data from system to 
system, often in an automated or programmatic fashion. REDCap has the capability to 
move data in and out of individual REDCap projects using a couple different methods 
that do not require a web interface. 
 
 
 
 
 
 
 
 
The REDCap API is an interface that allows external applications to connect to REDCap 
remotely, and is used for programmatically retrieving or modifying data or settings within 
REDCap. This includes performing automated data imports/exports from a specified 
REDCap project, importing/exporting a project’s metadata (i.e. data dictionary), events. 
This is even an API method for creating whole new projects. The API is a built-in feature 
of REDCap, so no installation is required. The REDCap API implements the use of 
tokens as a means of authenticating and validating all API requests that are received. 
Similar to the Data Import Tool in REDCap’s web interface, the API also implements 
data validation when the API is used for data import purposes in order to ensure that 
only valid data gets stored. The API provides a very efficient way to move data either to 
or from another system easily. 
 
Definitions 
 

Database User A REDCap user that has restricted access to designated 
databases and assigned minimum necessary rights and 
access to protected health information based on job 
requirements. 

REDCap Research Electronic Data Capture; a web-based electronic 
data capture application created at Vanderbilt University 
and supported by Consortium Partners. 

REDCap Systems The operating system, hardware, software, and the 
REDCap application. 

REDCap System 
Administrators 

A CRI employee that has the highest level of access (i.e. 
super user) to the REDCap application and has access to 
REDCap systems. 

Super User A CRI employee that has the highest level of access to the 
REDCap application. 
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User  [45 C.F.R., Sec. 164.304]  A person or entity with 
authorized access. 

User ID or username Unique combination or characters and numbers assigned 
to each REDCap user. 

  
 
Application 
 
REDCap provides a record of pages visited and all login attempts including failures.  
The record includes: User ID; date/time of the failure; nature of the violation; and is only 
accessible to CRI staff with access to the MySQL database tables.  
 
Users are automatically logged-off when a session disconnect is detected.  REDCap is 
also equipped with an auto-logout timer that ends sessions after a set amount of user 
inactivity.  Auto logout time for LDAP authentication is set on the System Configuration 
page. 
 
The system ensures that user IDs are unique. Personnel with the same names will be 
assigned unique usernames. 
 
Users 
 
There are three types of REDCap system users: Regular Users, Account Managers, 
and Administrators (sometimes called 'super users'). Authorized personnel are granted 
access to REDCap as Regular Users. Regular Users do not have access to the Control 
Center and only have customizable Basic User Rights to specific projects. You may 
designate any existing Regular User as a REDCap Administrator (super user) or as an 
Account Manager. Administrators have access to all pages in the Control Center and 
have full access to ALL projects within REDCap. Account Managers are users that can 
aid Administrators with user-related administrative tasks. Account Managers are normal 
users that have the extra abilities of creating and accessing user accounts (Browse 
Users page) and being able to access the Email Users page and User Whitelist page. 
Account Managers do *not* have access to other users' projects or data. Account 
managers have powers such as deleting users, which could thus impact projects, so 
this role in not intended to be delegated to those operating as project managers or 
ordinary users. Note 1: A user cannot be both an Administrator and an Account 
Manager at the same time. Note 2: UChicago currently does not use the Account 
Manager user type. 
 
Additionally, Administrators can be granted specific Administrator Privileges. In the 
Control Center, navigate to the Administrator Privileges page. This page may be used to 
grant these administrator-level privileges in this REDCap installation. Granting admin 
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privileges to users allows them to access certain pages or functionality used for 
administering REDCap, which may include managing user accounts, accessing users' 
projects, modifying system configurations, performing upgrades, etc. The different 
categories of admin privileges can be seen in the table below. If a user has at least one 
admin privilege, they are considered a REDCap administrator and thus will be able to 
access the Control Center; however, they will only be able to access the things to which 
they have been granted access. 
 

 

Here are descriptions of all admin privileges: 

•  Set REDCap Administrator Privileges – User can access the 'Administrator 
Privileges' page (i.e., this page), and can set admin rights for any user. 

•  Access to all projects and data with maximum user privileges – User has 
full access to all REDCap projects in the system and has maximum privileges 
within those projects. Within the Control Center interface, the user can access 
and use the following pages that pertain to project administration: To-Do List, 
Edit a Project's Settings, Survey Link Lookup, and API Tokens. 

•  Manage user accounts – User can access, modify, and (if using Table-based 
authentication) create REDCap user accounts. The following pages can be 
accessed and utilized: Browse Users, Add Users, User Allowlist, and Email 
Users. 

•  Modify system configuration pages – User can modify settings on all system 
configuration pages in the Control Center, which includes all pages listed under 
the 'Miscellaneous Modules' and 'System Configuration' sections on the left-hand 
menu. Note: If the user does not have this specific privilege but does have at 
least one other administrator privilege, they may still access and view the system 
configuration pages but only in read-only mode. 

•  Perform REDCap upgrades – User can access tools used for upgrading the 
REDCap software, including notifications about new versions available and also 
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accessing the Easy Upgrade feature (if enabled). Note: This admin privilege does 
not apply when upgrading REDCap using traditional methods (i.e., when not 
using the Easy Upgrade) because the traditional upgrade process occurs mostly 
outside of the REDCap user interface in a database client and via direct server 
access. 

•  Install, upgrade, and configure External Modules – User has the ability to 
install External Modules from the REDCap Repo, and can enable and configure 
them at the system level. This does not apply to enabling and configuring an 
External Module in a project, which is governed by other user privileges. Note: If 
the user does not have this specific privilege but does have at least one other 
administrator privilege, they may still access and view the External Modules page 
in the Control Center but only in read-only mode. 

•  Access to Control Center dashboards – User can access and utilize all pages 
listed under the 'Dashboard' section of the Control Center's left-hand menu. 

  
Password Management 
 
For REDCap, password management is handled in LDAP.  
 
Project Database 
 
Once a user is granted access to REDCap, they can create/request a new database or 
be added to existing databases. Each database has a User Rights module. Users with 
access to the User Rights module can grant and restrict access to the project database, 
edit Basic User Rights, and for each form designate Data Entry Rights (none, read, 
edit).  The module displays all usernames and access permissions in a human readable 
view only grid, the Comprehensive User Rights View. 
 
 
 
 
Basic User Rights include the following: 
 

Calendar View and edit project calendar for scheduling and event 
tracking  

Data Export Tool Extract data fields from database to Microsoft Excel, 
SPSS, SAS, R, STATA software.  Rights designations 
include:  
No Access – User cannot view module or export data 
De-identified – User cannot download any fields indicated 
as identifiers in the data dictionary 
Full Data Set – User can download all data fields 
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Data Import Tool Add and edit data by importing data into database from a 
Microsoft Excel file 

Data Comparison 
Tool 

Compare database records entered by designated data 
entry persons 

Logging View and export a list of all changes made to the 
database, including data exports, data changes, and the 
creation or deletion of users 

File Repository View, upload, and download project files;  view and 
download previous data exports (data and syntax stored 
files) 

Double Data 
Entry 

Designates user role for Data Comparison Tool: 
Reviewer, Person #1, Person #2 

User Rights View and edit users database access, basic rights and 
data entry rights 

Data Access 
Groups   

Restrict access to database records by group, users in 
the same Data Access Group can access records created 
by that group.  

Graphical View & 
Stats 

View Plots (graphical representations) and Descriptive 
Statistics for data entry forms 

Reports & Report 
Builder 

View, edit, copy, delete and download custom reports; 
query database in real time and display data in a table 
format. 

Database 
Setup/Design   

Access Online Form Editor & Data Dictionary Upload and 
Control Panel & Settings 

Settings pertaining to record locking and E-signatures: 
Record Locking 
Customization 

In development status, can determine which forms require 
lock, e-sign, and e-sign meaning.  In Production, only 
super users can make changes. 

Lock/Unlock 
Records 

Disable and enable the ability to enter or modify data at 
form level. Users with locking privileges also have access 
to the E-signature and Locking Management page. Rights 
designations include:   
Disabled – User cannot view feature or lock records 
Lock/unlock  – User can lock / unlock records 
Lock/unlock with E-signature – User can lock / unlock 
records and can e-sign designated records.   
Check box to Lock all records: User can lock all records 
at the same time  

Allow locking of 
all forms at once 
for a given 

Disable and enable the ability to enter or modify data at 
the record level.   
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record? 

Settings pertaining to database records: 
Create Records Create a new record.  If users do not have this privilege, 

they will only be able to access and edit existing records. 
Rename Records Change unique record identifier to another value. System 

prevents users from renaming a record to a value that 
already exists. 

Delete Records Permanently delete all data for a given record. Once 
deleted, there is no way to retrieve the data. It is 
recommended that only the highest level users be given 
this user privilege since it causes permanent data loss. 

Expiration Date Set user expiration date for access to database. 
 
Data Entry Rights can be set for each form in the database.  There are three options:  

None   No access to form 
Read View only access to form 
Edit Data entry and edit rights to form  

 
Control Center 
 
Only Super Users have access to the Control Center. 
 
Dashboard 
 
View only REDCap projects and users statistics. 
 
All Databases 
 
View list of all databases that have been created by various users, number of records, 
number of fields, and status.   
 
   
 
 
System Config 
 
CRI staff with super user privileges can specify their site's system configuration.  
System Configurations relevant to security, audit logs, and electronic signatures include 
the following: 

System Values 
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System Status 
(If "offline", normal users will be denied access 
to all pages) 

System Online 
System Offline 

Authentication Method for Global Pages 
(Used for Home page, My Databases, Control 
Center, etc.) 

Table-based 
LDAP 
LDAP & Table-based 
Local 
Shibboleth 

Auto logout time for Table-based and LDAP 
authentication 
(Will be used on all pages and will provide two-
minute warning before auto logout) 

Minutes, 0 = timer off 

Login Setting: Disable autocomplete feature in 
user's browser for username/password fields 
on REDCap login page? 
(NOTE: Disabling autocomplete increases 
security during login, especially for public 
computer usage.) 

Disable Autocomplete 
Allow Autocomplete 

System-wide User Options 
Allow normal users to edit their first name and 
last name on their My Profile page once those 
values have been set?   

Do not allow editing 
Allow editing 

Default Values for New Databases 
Authentication Method for Database None (Public) 

Table-based 
LDAP 
LDAP & Table-based 
Local 
Shibboleth 

   
 
 
 
 
 
 
 
 
 
 
Edit Database Settings 
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Basic Project Info 
System Status 
(If "offline", normal users will be denied access 
to all pages) 

Online 
Offline 

Authentication Method for Database 
 

Table-based 
LDAP 
LDAP & Table-based 
Local 
Shibboleth 

Data Export Options 
Date Shifting De-Identification Option: 
Specify the maximum number of days for the 
date shift range. (Range will vary from 0 to the 
entered value when dates are exported using 
date shifting.) 

Specify Days (0 – 364) 

 
Date Shifting:  Prevents any dates from being used as identifiers for each database 
record while preserving the interval between dates when performing a data export.  
Because the shifted value is based on the record name, the amount that dates are 
shifted is unique for each record. For example, if a subject had three sequential 
appointments with dates of April 2, April 15 and April 26, the dates shift and each 
appointment will remain in order sequentially with the same interval (i.e. November 16, 
November 29, and December 10).  Date shifting leaves the database record and the 
actual saved dates intact.  
 
User Controls 
 
Designate a Super User 
 
Select a user name from a drop-down list to add them as a Super User to grant full 
access to ALL databases within REDCap. 
 
   
 
View User Info & Stats 
 
Select a user name from the drop-down list to view user information and general 
statistics. 
 
Email Users 
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Send an email to any REDCap user, by composing an email subject and message, and 
checking the users to receive the email. 
 
Project Database Setup / Design 
 
Control Panel & Settings 
 
Users with access to the Control Panel can edit the following project database 
information: 
 
Control Panel 
 
Database Status: Determines workflow process and feature availability during the 
creation, maintenance, and study close.  Statuses include the following: 

Development  Initial status after a database is created. Database is 
being built, formatted, and tested and is not yet ready to 
collect study data. Since a Development database is 
fully functional, responses may be entered to test the 
database, but all test data collected during the 
Development stage should be deleted once it is moved 
to Production status. 

Production Database has been finalized and is ready to collect 
study data.  Database status is changed to Production 
in the Control Panel by clicking Move to Production.  
Once in production, changes can be made to the 
database in Draft Mode. The process of modifying the 
database using the Database Setup / Design settings 
will require approval from a REDCap Super User to 
ensure that no data loss occurs due to modifications. 

Inactive Study is complete and database is taken offline.  
Moving a database to Inactive will disable most 
database functionality; all collected data will remain 
intact. Once inactive, the database can be moved back 
to Production status at any time. 

 
Copy the database:  Make an exact duplicate of the database. All database forms, fields 
and metadata is replicated.  User will be prompted to update the Database title, 
Purpose of the database, and will have the choice to copy All users and/or All reports. 
The existing data in the current database will not be copied to the new database. 
Archive the database:  Database is taken offline and can no longer collect data.  The 
Data Export Tool and limited features on the Control Panel & Settings page remain 
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accessible.  The database can be copied and returned back to Production status on the 
Control Panel & Settings page.   
 
 
Modify Database Settings 
 
Database title: Project title to be displayed on project database webpage.  Changing the 
project title does not change the name in the MySQL database table. 
Primary use(s) of this database: Determines the functionality of database.  Database 
types include the following: 

Traditional  Create data collection forms to used only once per 
subject/record. 

Longitudinal Create data collection forms to be used multiple times 
per subject/record.  Define time-points/events/visits that 
will be used for data collection.  Designate which forms 
to collect for which events.  Module provides a grid to 
monitor the progress of data collection for all events 
and data entry forms.   

Scheduling Create auto-generated schedules from project-defined 
time-points/events/visits viewable in calendar format. 

 
Purpose of this database: Database user self-classification of the project used in 
reporting system statistics to Vanderbilt; does not impact the database structure. 
Optional customizations: Additional database settings include the following: 

Require a 
'reason' when 
making 
changes to 
database 
records? 

Requires users to enter a reason (200 character max) 
in a text box when making any data changes to existing 
records. 'Reasons' entered are viewable in the Logging 
Module. 

Use auto-
numbering for 
naming new 
database 
records? 

Removes the ability for users to name new records 
manually.  Provides a link to auto-generate a new 
unique numeric record name which will increment from 
the highest numerical record value in the database. If 
no records exist, it will begin with '1'. 

 
Online Form Editor and Data Dictionary Upload 
 
Users with rights to this module can create new data entry forms within the database or 
edit existing ones. Changes can be implemented by either the Online Form Editor 
and/or Upload Data Dictionary.  
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Online Form Editor  
 
The Online Form Editor allows users to make database modifications to fields and data 
entry forms directly online within the application. Edits can be made by select an 
existing data entry form to modify or delete and new forms can be added before or after 
existing data entry forms. 
 
Data Dictionary 
 
The Data Dictionary is a specifically formatted Microsoft Excel file used to construct 
database data entry forms and fields. The file is uploaded and changes are committed 
to the database.  
 
Data Capture 
 
Users with Data Entry Rights to edit forms, have the ability to enter, modify and delete 
data on designated forms.  
 
Data Entry 
 
Data is only committed to the database when the “Save Record”, “Save and Continue” 
or “Save and go to Next Form” are clicked.  There are no auto-save features. 
The system utilizes branching logic to enforce sequencing of data entry steps and 
events, as appropriate.  The system includes prompts and flags to alert the user to data 
that are out of acceptable range if additional validation is implemented on the field. 
During a system failure, any data in transit or submitted will not be committed to the 
database.  There is no ability to synchronize the data that was in transit or submitted.  
Last data successfully submitted will be recorded and viewable in the Logging Module.   
 
Data Changes 
 
All changes to the system are documented and captured in the Logging Module and 
Field History.  The Field History is displayed for every data field.  It is a view only 
comprehensive list of the data changes, dates, times and user IDs, specific to that field.   
Because the system is web-based, multiple users can access a record and make 
concurrent updates.  If multiple users are on the same record, event, and form and save 
the data at the same time, the data is still committed to the database in series. The last 
user to commit the changes will override the previous responses.   
During the creation of a new database or during the Development state, the Control 
Panel & Settings, the field "Reason" can be activated to allow users to enter a reason 
for each data change.  Data change reasons cannot be edited once saved. The user will 
enter text in the reason field via a popup message box activated when clicking the save 
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buttons on a record with previously entered data.  Once a database is moved to 
Production, this setting is only editable by Super Users. 
 
Data Export / Import 
 
Data Export: Every field in the database is available for export.  Any field in the 
database indicated as identifiers, those particular fields will be displayed in red text. 
Export De-Identification Options: The following options limit the amount of sensitive 
information exported from the database: 
 Remove all known Identifier fields (identified in Data Dictionary) 
 Hash the Project ID (converts record name to an unrecognizable value) 
 Remove non-validated Text fields (i.e. text fields other than dates, numbers, etc.) 
 Remove Notes/Essay box fields 
 Remove all date fields  
  Shift all dates by value between 0 and 364 days  
Data Import: Data can be imported directly into the database using a Microsoft Excel 
import template. 
When records are exported, modified and re-imported for viewing or saving, the system 
detects each data modification.  If the Control Panel & Settings requires a “Reason” for 
change prior to overwriting and saving records, the user will be required to enter text for 
each modified record before data import is executed. All record modifications are 
viewable in the Logging Module. 
 
Data Views  
 
The system generates both in human readable and electronic form accurate and 
complete copies of records for inspection, review, and copying by regulatory agencies.  
Formats available for regulatory agencies are on screen system reports and logging, 
PDF and Microsoft Excel (CSV). 
 
 
 
 
 
 
Electronic Signatures 
 
Each electronic signature will be unique to one individual and cannot be reused by, or 
reassigned to, anyone else.  The Electronic Signature contains two distinct identifying 
components: a username and password.  The password component is confidential to 
the individual.  Electronic Signatures will be tested in the OQ testing phase. 
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Customization Module for E-signatures and Record Locking Functionality 
 
Users with Lock/Unlock Records rights can customize the Record Locking and E-
signature option for each data entry form.  In Development status, only users with 
Lock/Unlock user privileges can access this page.  Once the database moves to 
Production status, only Super Users will be able to modify the settings. 

Display the Lock option in 
form 

Check to enable Lock / Unlock feature  

Form Name   Displays form name 
Also display E-signature 
function on form 

Check to enable E-Signature feature 

Lock Record Custom Text Customize Affidavit text to display on form  
Edit / Remove Custom Text   Options to change text 

 
 
 
 
By default, the Record Locking option will be displayed on all forms for those with 
Locking/Unlocking rights. The default Lock Record text is: “Lock this record for this 
form? If locked, no user will be able to edit this record on this form until someone with 
Lock/Unlock privileges unlocks it.”  
During database Development status, if custom text is entered, it can be edited or 
removed at any time. If nothing is changed from the original settings, then the Lock 
option will be displayed on all forms for any user with Lock/Unlock privileges with the 
default text.  Once in production, this page is only accessible to Super Users to ensure 
changes are not made which would negate previously executed signatures. 
 
E-signing Forms 
 
Users with Lock/Unlock with E-Signature rights, have the ability to e-sign designated 
forms.   
The system includes as part of a human readable form of signed electronic records: 
printed name of the signer; date/time when signature was executed; meaning 
associated with the signature.  This is currently available in PDF format only.   
The system ensures that when an individual executes a series of signings during a 
single, continuous period of controlled system access, the first signing is executed with 
both username and confidential password.  Subsequent signings can be executed with 
a pre-populated username and entering the user’s confidential password.  When one or 
more signings are not performed during a single or continuous period of controlled 
system access, the system ensures that each signing is executed using both the 
username and password. 
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The system does not ensure that a signature of a previously executed e-signature 
cannot be replaced by another user with e-signature rights.   
Electronic Signature information can be directly access through the MySQL database 
tables by database administers. 
 
Negating E-Signatures 
 
Once a form is locked and e-signed, the e-record should remain intact.  If changes to 
the data are required, the form must first be unlocked.  Unlocking a form will negate the 
e-signature.  Data can be changed and saved.  The updated record will have to be re-
locked and e-signed by authorized personnel. 
 
Change Control Process 
The integrity of the data and integrity of the protocols should be maintained when 
making changes to the computerized system.   
 
Project Database 
Once the project database moves to Production Status and data has been collected, 
changes to the database should be made with caution.  Depending on the data 
changes, e-signatures may be negated, but not physically or automatically negated in 
the system.  Study personnel must be trained on the proper use of e-signatures since e-
signatures can have legal consequences for the signer.  
 
Minor Database / Protocol Revision Updates 
Minor database updates include small changes to the data that does not affect the 
meaning or nature of the electronic record.  The following are examples of minor 
changes: 
  Spelling corrections 
  Punctuation changes 
 
Minor changes can be made to forms with e-signatures using the standard REDCap 
change process which applies changes to all records. 
   
 
 
 
Major Database / Protocol Version Updates 
Major database updates change the metadata of the form and if the standard REDCap 
change process is applied, would negate all the completed e-signed records in the 
database.   Major changes include: 
 
 Adding or deleting a field 
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 Modify a field which changes the meaning of the responses  
 Changing a variable name, field type, choice or calculation 
 
Calculations take place on the front end, data entry screen, and the calculated result is 
stored in the database. The field value is recalculated only if the record is opened on 
that page and then saved; the system does not automatically go back and recalculate 
every field. 

3 Documentation Deliverables 

3.1 Software Requirements Specification 

A Software Requirements Specification was produced to define the intended 
use of the REDCap system. 

3.2 Installation Qualification 

There are no minimum software or hardware requirements for the REDCap 
system, therefore, there was no Installation Qualification performed.  In 
addition, the REDCap system is already installed and running in the production 
environment. 

3.3 Operational Qualification 

Operation Qualification test scripts were created and executed to ensure the 
REDCap system operates as intended and meets the software requirements 
defined in the Software Requirements Specification.  All test scripts were pre-
reviewed and post-reviewed by Compliance Gurus to ensure objective 
evidence was captured in each test script. 
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3.4 Traceability Matrix 

The Traceability Matrix (TM) documented that each Operation Qualification test 
script is mapped to at least one uniquely numbered requirement defined in the 
Software Requirement Specification.   

  

Functional 
Requirement 

Test Case 
Scenario Test Result Date 

1 1  Pass  Fail  

2 2  Pass  Fail  

3 3  Pass  Fail  

4 4  Pass  Fail  

5 5  Pass  Fail  

6 6  Pass  Fail  

7 7  Pass  Fail  

8 8  Pass  Fail  

9 9  Pass  Fail  

10 10  Pass  Fail  

11 11  Pass  Fail  

12 12  Pass  Fail  

13 13  Pass  Fail  

14 14  Pass  Fail  

15 15  Pass  Fail  

16 16  Pass  Fail  

17 17  Pass  Fail  

18 18  Pass  Fail  

19 19  Pass  Fail  

20 20  Pass  Fail  

21 21  Pass  Fail  

22 22  Pass  Fail  
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Functional 
Requirement 

Test Case 
Scenario Test Result Date 

23 23  Pass  Fail  

24 24  Pass  Fail  

25 25  Pass  Fail  

26 26  Pass  Fail  

27 27  Pass  Fail  

28 28  Pass  Fail  

29 29  Pass  Fail  

30 30  Pass  Fail  

31 31  Pass  Fail  

32 32  Pass  Fail  

33 33  Pass  Fail  

34 34  Pass  Fail  

35 35  Pass  Fail  

36 36  Pass  Fail  

37 37  Pass  Fail  

38 38  Pass  Fail  

39 39  Pass  Fail  

40 40  Pass  Fail  

41 41  Pass  Fail  

42 42  Pass  Fail  

42 43  Pass  Fail  

44 44  Pass  Fail  

45 45  Pass  Fail  

46 46  Pass  Fail  

47 47  Pass  Fail  

48 48  Pass  Fail  

49 49  Pass  Fail  
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Functional 
Requirement 

Test Case 
Scenario Test Result Date 

50 50  Pass  Fail  

51 51  Pass  Fail  

52 52  Pass  Fail  

53 53  Pass  Fail  

54 54  Pass  Fail  

55 55  Pass  Fail  

56 56  Pass  Fail  

57 57  Pass  Fail  

58 58  Pass  Fail  

59 59  Pass  Fail  

60 60  Pass  Fail  

61 61  Pass  Fail  

62 62  Pass  Fail  

63 63  Pass  Fail  

64 64  Pass  Fail  

65 65  Pass  Fail  

66 66  Pass  Fail  

67 67  Pass  Fail  

68 68  Pass  Fail  

4 Archival of Deliverables 
At the conclusion of the REDCap Retrospective Validation effort, all REDCap 
validation deliverables will be stored in a file share with strict permissions to who 
has access.  Furthermore, all validation deliverables will be stored in PDF format. 
 


